tin va cac kénh truyén théng xa hoi.

Néu quy vi Ia nan nhan cua nan mao danh thi phai
lam gi?

B4ao cao bao céo bi gia mao danh tanh cho FTC tai www.
consumer.gov/idtheft, hodc dwdng day néng vé Mao
Danh ctia FTC theo s6 1-877-438-4338 hodc S6 dién van
(TTY) 1-866-653-4261.

» Bao cdo cho canh sat dia phwong.

» Lién lac v&i IRS va dé nép Mau Bon 14039, To Khai Bi Mao
Danh (Identity Theft Affidavit) (hodc ndp mét ban sao bao
cdo canh sat).

« Lién lac v&i cac ban chdng gian 1an ciia ba phong tin dung
I&n:

Equifax — www.equifax.com 1-800-525-6285
Experian — www.experian.com 1-888-397-3742
TransUnion — www.transunion.com 1-800-680-7289

» Bong cac trwong muc da bj xam pham hoac mé theo cach
gian lan.

Lam cach nao quy vi biét néu to khai thué ctia minh

bi anh hwéng?

Thoéng thwong, ké gid mao danh tanh dung danh tanh hop

phap ctia ngwoi tra thué dé dé nop gian 1an mét bao cao thué

va don xin hoan thué. Néi chung, k& mao danh sé dung mét

SSN &n cap dé nop mot to khai thué gid mao va muén lay

(nhan sé tién) hoan thué gian lan sém vao mua dé nop to

khai thué.

Thong thwong, ké gida mao danh tanh dung danh tanh hop

phéap ctia ngwoi tra thué dé dé nop gian 1an moét bao céo thué

va don xin hoan thué. Néi chung, ké mao danh sé dung mét

SSN &n cép dé nop mot to khai thué gia mao va mubn lay

(nhan sb tién) hoan thué gian 1an sém vao mua dé nop to

khai thué.

Quy vi c6 thé khong biét diéu nay da xay ra cho t&i khi quy vi

dé nop to khai thué trong mua dé ndp va phat hién cé hai to

khai thué dwoc dé nop véi cing mot SSN.

Hay canh giac trwng hop mao danh néu quy vi nhan moét

théng bao hoac thw tin tir IRS néi rang:

* Quy vi da nop nhiéu to khai thué

* Quy vi c6 s6 tién dao han, bu dép tién hoan thué hoéc da bi
truy thu tién dugi danh tanh cia quy vi trong nam ma quy vi
khong nop to khai thué, hodc

+ B&o cao IRS cho biét quy vi nhan lrong béng tir hdang s&
ma quy vi khong biét.

Lam cach nao quy vi bao vé to khai thué cia minh?

Néu nan mao danh hién nay khong anh hwéng téi to khai thué

ctia quy vi nhwng quy Vi tin 1a minh cé nguy co’ bi méat/trom
hau bao hodc vi tién, cé thé cé cac hanh vi dung thé tin dung
dang ngd hoac bao cao tin dung, v.v...thi lién lac v&i Bon Vi

Pac Nhiém Bao Vé Danh Tanh (ldentity Protection Specialized
Unit) ctia IRS theo s6 1-800-908-4490. Quy vi phai nop mot
ban sao b&o cdo ma quy vi ndp cho canh sat hodc quy vi can
dé ndop Mau Pon 14039, Té Khai Bi Mao Danh dé dién déy du
theo nhitng chi dan cé & mat sau t& mau.

Can lam gi néu t& khai thué cua quy vi bi mao

danh?

Néu quy vi nhan théng béo tir IRS thi can hdi dap ngay. Néu

quy Vi tin rdng cé ngwdi da dung SSN ctia minh mét cach gian

1an thi xin bao cho IRS bang cach lién lac véi nguwdi cé tén va
sb dién thoai trén thong bao hodc thw. Quy vi cin phai dién
vao Mau Bon 14039, To Khai Bi Mao Danh . Xin viét sao cho
dé doc va lam theo chi dan & mat sau clia mau don cé lién

quan téi tinh hubng ctia quy vi.

DA6i voi nan nhan bj mao danh tanh va da twng lién lac véi

IRS nhwng chwa cé gidi phap thi nén lién lac véi Bon Vi Bac

Nhiém Bao Vé Danh Tanhcla IRS theo s6 mién phi 1-800-

908-4490.

Can lam gi néu quy vi nhan dwoc dién thw doi boi

hoan tir IRS?

* Hay n,h(y la IRS khong lién lac v&i ngudi ndp thué qua dién
thw dé yéu cau théng tin ca nhan hodac théng tin tai chanh —
bao gom bt ctv loai trao dbi théng tin dién t& nao, nhw nhan
tin va cac kénh truyen thdng xa hdi.

* Xac nhan lién lac ma quy vi nhan duoc 1 tir IRS bé&ng cach
goi sO 1-800-829-1040.

« Xin gri chuyén dién thw gid mao xin bdi hoan tir IRS t6i
phishing@irs.gov. Nghé tham IRS.gov (tr quan trong
“phishing” (“gidng bay bang thw dién t&")) dé lay chi dan vé
cach glri chuyén dién thuw.

+ Khéng mé cac tai liéu glri kém hodc badm vao dudng ndi
trong dién thw gia mao.

D& biét thém théng tin, xin ghé vao (hoac viéng

tham):

* IRS.gov (tir quan trong la “identity theft”)

* IRS.gov (ttr quan trong la “phishing”)
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English

The Federal Trade Commission, the lead agency on identity
theft, reported that government documents/benefits fraud is
the most common form of reported identity theft. At the IRS
we take this issue very seriously.

What is identity theft?

Identity theft occurs when someone uses your personal
information such as your name, Social Security number or
other identifying information, without your permission, to
commit fraud or other crimes.

Identity theft is a serious crime. People whose identities have
been stolen can spend months or years (as well as their hard
earned money) repairing the mess thieves have made of their
good name and credit record. Meanwhile, as a result of this
financial fallout; victims may lose job opportunities, be refused
loans, education, housing or transportation, and may even be
arrested for crimes they didn’t commit.

How can you minimize becoming a victim?

e Don’t carry your Social Security card or any document(s)
with your SSN on it.

e Don’t give a business your SSN just because they ask - only
when absolutely necessary. Question why it is needed and
how it will be used.

¢ Protect your financial information.

e Check your credit report at least every 12 months.

e Secure personal information in your home.

¢ Protect your personal computers by using firewalls, anti-
spam/virus software, update security patches, and change
passwords for Internet accounts.

* Don’t give personal information over the phone, through the
mail or on the Internet unless you have either initiated the
contact or are sure you know who is asking.

Remember, the IRS does not initiate contact with

taxpayers by email to request personal or financial

information - this includes any type of electronic
communication, such as text messages and social media
channels.

What if you are a victim of identity theft?

e Report incidents of identity theft to the FTC at
www.consumer.gov/idtheft, or the FTC Identity Theft
hotline at 1-877-438-4338 or TTY 1-866-653-4261.

* File a report with the local police.

e Contact the IRS and file Form 14039, Identity Theft Affidavit
(or provide a copy of the police report).

e Contact the fraud departments of the three major credit
bureaus:

Equifax — www.equifax.com 1-800-525-6285
Experian — www.experian.com 1-888-397-3742
TransUnion — www.transunion.com 1-800-680-7289

e Close any accounts that have been tampered with or opened
fraudulently.

How do you know if your tax records have been
affected?

Usually, an identity thief uses a legitimate taxpayer’s identity to
fraudulently file a tax return and claim a refund. Generally, the
identity thief will use a stolen SSN to file a forged tax return and
attempt to get a fraudulent refund early in the filing season.

You may be unaware that this has happened until you file your
return later in the filing season and discover that two returns
have been filed using the same SSN.

Be alert to possible identity theft if you receive an IRS notice or
letter that states:

* More than one tax return for you was filed,

* You have a balance due, refund offset or have had
collection actions taken against you for a year you did
not file a tax return, or

¢ |IRS records indicate you received wages from an
employer unknown to you.

How can you protect your tax records?

If your tax records are not currently affected by identity theft,
but you believe you may be at risk due to a lost/stolen purse
or wallet, questionable credit card activity or credit report, etc.,
contact the IRS Identity Protection Specialized Unit at
1-800-908-4490. You will be asked to provide a copy of a
police report or you will need to submit a completed Form
14039, Identity Theft Affidavit, following the instructions on the
back of the form.

What to do if your tax records were affected by
identity theft?

If you receive a notice from the IRS, respond immediately. If
you believe someone may have used your SSN fraudulently,
please notify the IRS by responding to the name and number
printed on the notice or letter. You will need to fill out the

Form 140839, Identity Theft Affidavit. Please write legibly and
follow the directions on the back of the form that relate to your
specific circumstances.

For victims of identity theft who have previously been in
contact with the IRS and have not achieved a resolution, please
contact the IRS Identity Protection Specialized Unit, toll-free, at
1-800-908-4490.

What if you receive an e-mail claiming to be
from the IRS?

* Remember, the IRS does not initiate contact with taxpayers
by email to request personal or financial information — this
includes any type of electronic communication, such as text
messages and social media channels.

e Confirm the contact you have received is from the IRS by
calling 1-800-829-1040.

e Please forward the bogus e-mail claiming to be from the IRS
to phishing@irs.gov. Go to IRS.gov (keyword “phishing”) to
get instructions on how to forward the e-mail message.

¢ Do not open attachments or click on the links found within
the bogus e-mail.

For additional information, visit:

¢ IRS.gov (keyword identity theft)
¢ IRS.gov (keyword phishing)

Vietnhamese

Uy Ban Mau Dich Lién Bang (Federal Trade Commission),

co quan hang dau vé mao danh bao céo rang lam gia hd so

chinh phu/ltra dao dé quy loi 1a hinh thirc gid mao danh tanh

phé bién nhat. Chung tdi & IRS coi day 1a van dé rat nghiém
trong.

Mao danh la gi?

Gia mao danh tanh xay ra khi c6 ngwdi dung théng tin ca nhan

clia quy vi, nhw t&n, s6 An Sinh Xa Hoi hodc théng tin khac vé

danh tanh ma khéng dwoc quy vi cho phép dé Itra dao hoac
lam viéc phi phap khac.

Mao danh la mét trong t0i. Nguwdi c6 danh tanh bj trdm co thé

phai mét nhiéu thang hodc nhiéu ndm (va ca tién khé khan

kiém dwoc) dé stra chiva nhivng diéu té hai ma ké gian da gay
ra cho danh tiéng va uy tin ctia ho. Ddng thdi do hau qua cla
tro Ilra dao tai chanh nay, nan nhan cé thé mat co hoi viéc
lam, bi tir chdi cho vay, hoc tap, nha & hodc van chuyén va ké
ca bi bat bé vi pham toi ma ho khong lam.( gay ra).

Cach nao dé quy vi khéng tré thanh nan nhan?

« Khéng mang thé An Sinh X& Hoi hodc bat c» hd so' nao ¢
SSN trén do6.

+ Khong dwa SSN clia quy vi cho bt ¢ty td chirc nao chi vi ho
hdi dén — chi dwa (néu) khi do la diéu that can thiét. Hai tai
sao ho lai can va SSN sé dwoc diing ra sao?

» Bao vé théng tin tai chanh cta quy vi.

« Kiém tra b&o céo tin dung trong it nhat 12 thang.

* Gilr an toan thoéng tin ca nhan & nha cda quy vi.

+ Bao vé may dién toan ca nhan cta quy vi bang cach ding
twong Itra, nhu liéu chdng vi-rat va chéng thw rac, cap nhat
cac mang an ninh, va thay déi mat ma cho cac trwong muc
trén mang ludi.

» Khéng cho théng tin ca nhan qua dién thoai, qua thw hoac
trén hé thong mang trir khi quy vi la ngwoi cha dong lién lac
hoéc biét ré ngwoi héi thong tin.

Hay nhé, IRS khéng lién lac vé&i ngwoi tra thué qua dién

thw dé yéu cau thong tin ca nhan hoic théng tin tai chanh

— gom bét c loai trao dbi théng tin dién tlr nao, nhw nhan



